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Abstract

A website monetizes information it collects about its customers by charging

third parties for targeted access to them. Allowing for third parties who are well-

intentioned, a nuisance, or even malicious, the resulting consumer experiences might

be good, bad, or neutral. As consumers learn from experience, the website especially

risks losing those customers who suffer a bad experience. Customer retention thus

motivates the website to be cautious about monetization, or to spend resources to

screen third parties. We study the website’s equilibrium privacy policy, its welfare

properties, competition in the market for information, and the elusiveness of reliable

welfare-improving regulations.
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1 Introduction

The internet has transformed how consumers shop. Sophisticated online platforms enable

advertisers to target relevant ads to consumers, but, absent reliable safeguards, might

also be a vehicle for cybercrime. Malicious advertising (or “malvertising”) is particularly

nefarious because it degrades the fundamental business model for advertising-supported

websites. Successful malvertising places deceptive ads that make disingenuous offers,

install malicious code (e.g. ransomware), or phish for personal information (e.g. pass-

words).1 Such risks discourage online commerce, or encourage protective measures that

reduce website revenue (e.g. ad blockers).

The rise of online commerce and the concurrent rise of cybercrime pose new issues for

consumers, businesses, and policymakers. Consumers, while aware of rising cybercrime,

nevertheless might be too optimistic about their vulnerability to malicious attacks when

visiting websites. This seems especially problematic when the probability of a success-

ful attack is small, but the potential harm is large; intuitively, someone engaging in a

risky activity becomes complacent if nothing bad happens. Websites, in turn, balance an

incentive to adopt privacy protection measures to protect and retain customers against

revenues earned from sharing the information it gathers about them. Meanwhile, pub-

licity about cyberattacks and data breaches force policy makers to weigh the welfare

consequences of more strictly regulating website privacy policies, e.g. requiring greater

transparency or consumer control. There are different viewpoints on the merits of such

regulation. An optimistic perspective contends that market forces discipline firms, while

the opposite view contends that binding rules are necessary and desirable to adequately

protect consumers. A middle-of-the-road stance - which our analysis supports - takes the

view that, while websites may have imperfect incentives to protect consumer privacy, it

is diffi cult to design privacy rules that reliably improve consumer welfare.

There are many ways to monetize a website.2 Some do not raise substantial privacy

concerns, including (untargeted) banner advertising or direct merchandising at the web-

site. But other ways a website might earn revenue use personal consumer information,

including behavioral marketing that targets ads using information about consumers’on-

line activities. For example, a website might sell a “lead” by connecting a consumer

to another company, who is interested in making an offer to consumers who have ex-

pressed an interest in the website’s content.3 Regulators have raised privacy concerns

1See RiskIQ (2016) and U.S. Senate Committee on Homeland Security and Governmental Affairs
(2014).

2See, for example, https://websitesetup.org/33-ways-to-monetize-website/.
3Cost-per-action (CPA) marketing platforms appear to implement something similar to this simple

1



and recommended principles of greater transparency and consumer control regarding on-

line behavioral marketing activities (FCC, 2009). The recent European Union General

Data Protection Regulation (GDPR) mandates transparency and consent for the storage

and processing of personal data. California recently passed a digital privacy regulation

mandating greater transparency and consumer control.4

Motivated by such issues, we develop a theory of privacy protection for an environment

in which consumers learn from experience about their utility of visiting a website, which

depends both on the consumer’s value of website content and on the consumer’s vulner-

ability to intrusions. Under these conditions a website’s privacy policy affects consumer

retention by altering consumer experience and thus consumer learning. In our model, a

website offers a free service and earns revenue from banner advertising (or another ac-

tivity that doesn’t compromise privacy). The website also collects information about its

customers that it can use to charge third parties for targeted access to them (or profit

from some form of marketing that raises privacy concerns). Such transactions with third

parties could be beneficial to consumers, for example, by enabling targeted advertising

that informs consumers of desirable products, or intrusive, for example, by increasing ex-

posure to spam, phishing, or malware. Those customers experiencing intrusions become

more pessimistic about their overall utility from a return visit to the website, and this

learning mechanism gives the website an incentive for a privacy policy that limits third-

party transactions in order to protect at least partially its customers from intrusion and

thereby improve customer retention.

More precisely, we study a simple two-period model. In the first period, a population

of consumers enjoy a free service provided by the website.5 The service is an experience

good, for which the consumers have heterogeneous values in the second period. The

website also sells a matching service to third parties that provides targeted access to

consumers. The website’s privacy policy is a choice of “precaution”, determining the

probability that the website does not sell the matching service to an interested third

party in the first period. Consumers do not directly observe the website’s choice of

precaution, and instead form equilibrium beliefs. Matching with a third party results in a

consumer experience that may be good, bad, or neutral; a neutral experience is the same

as if there is no third-party match. Consumers are unsure of their vulnerability, defined

as the probability of a bad experience. In the first period, consumers have identical prior

business model for website monetization.
4See e.g. New-York Times, June 28, 2018.
5This baseline model can be interpreted as examining a particular cohort in an overlapping generation

model that crudely distinguishes between “young”and “old”consumers.
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beliefs about vulnerability, and, in the second period, consumers use Bayes Rule to update

their beliefs about vulnerability based on their first-period experiences. The consumers

optimize whether to return to the website, given their realized utility value of the website

service and their posterior beliefs of vulnerability. An equilibrium is a profit-maximizing

level of precaution and consumer posterior beliefs (determining their willingness to make

a return visit) that are mutually consistent.

Equilibrium is well behaved in this baseline model. Website precaution in the first

period is decreasing in the first-period value of third-party sales relative to the second-

period value of retaining customers. In a full-precaution regime, this relative value is

suffi ciently low that the website does not offer to match third parties with its customers.

Conversely, in a no-precaution regime, the relative value is suffi ciently high that the firm

sells the matching service to all interested third parties. There is also an intermediate

partial-precaution region, in which precaution is decreasing in the relative value. The

website provides no precaution in the second period, because there is no future relationship

with returning consumers.6

The website’s equilibrium incentive for precaution is at best only imperfectly aligned

with consumer welfare. This is not surprising because consumers cannot verify website

precaution. Consumer short-term (i.e. first period) welfare decreases with precaution

if their expected utility from third-party matching (“match utility”) is positive, while

long-term (i.e. second period) consumer welfare also decreases with precaution due to

less informative learning about vulnerability. If the website could commit to first-period

precaution it would choose less precaution than the equilibrium level because of its ability

to directly alter consumer beliefs. In this case, the website’s incentive for less precaution

in the first period appears well-aligned with consumer welfare, assuming no-precaution

in the second period remains profit-maximizing. The website, however, would commit to

positive second-period precaution if that suffi ciently improves customer retention. In this

case average consumer welfare might or might not improve, depending on the distribution

of marginal consumers, who have heterogenous posterior beliefs about vulnerability.

Robust welfare-improving regulations are not readily apparent. For example, a tax

on third-party matching increases precaution, but this is detrimental to consumers if

match utility is positive. We also show that a transparency policy that allows the website

to commit to a minimum precaution is inconsequential because the website wants to

commit to less rather than more precaution. Finally we consider an opt-out rule allowing

6Thus the two-period model captures starkly the intuitive idea that the website has a greater incentive
to protect patrons with a higher customer lifetime value (CLV), which is the profit attributed to the entire
future relationship.
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customers to refuse permission for the website to use their personal information for third-

party matching. In the most interesting scenario, in which consumers opt out in the

second period if and only if they have a bad experience in the first period, and assuming

the website prefers consumers not to opt out, we show that a mandatory opt-out policy

leads to more precaution. An opt out-rule necessarily improves consumer welfare in the

second period by revealed preferences, but as with the tax, greater precaution in the first

period is not beneficial if, given prior beliefs about vulnerability, match utility is positive.

We also study two extensions of the baseline model. These extensions add positive

insights about website incentives for privacy protection, but do not reverse our normative

conclusion about the diffi culty of designing robust welfare-improving regulations. First,

we allow for multiple websites with multi-homing consumers, and provide a novel model

of competition in the market for information. We find that competition reduces the price

of the matching service and that there is less precaution compared to the single website

case if match utility is positive. Second, we allow for costly verification that third-party

uses of personal information are benign, enabling the website to prevent bad consumer

experiences. The website’s strategy is then given by the level of precaution and level

of verification. We characterize the equilibrium when the website cannot commit to its

strategy, and show in particular that the equilibrium level of verification is non-monotonic

in the value of third-party matching. We also show that verification and precaution are

substitutes for the website.

The economics of privacy literature echoes various themes from the broader infor-

mation economics literature (Acquisti, Taylor and Wagman, 2016). For example, the

disclosure of personal information can improve the allocation of goods and services via

targeted advertising or price discrimination, while secrecy potentially leads to market

failure due to adverse selection or costly signaling. We contribute to the literature by

developing a neglected theme: website privacy policy influences how consumers learn

about their tastes for a product attribute. In our model, consumers care both about

their direct utility from website services, and their match utility from third party sales.

Website privacy protection in essence is a product attribute, the value of which consumers

learn imperfectly from experience. The website chooses privacy protection with the aim

of influencing consumer beliefs, but, as is typical of signal-jamming models, consumers in

equilibrium see through these incentives, and correctly predict the firm’s actions.7

7To illustrate signal-jamming incentives for product quality, consider a firm selling an experience good
for which a positive experience requires both a high-quality product and a discerning consumer. More
precisely, a consumer has a positive experience with probability qθ, where q ∈ {0, 1} is a characteristic of
the product and θ ∈ {0, 1} is a characteristic of the consumer. In response to a positive experience, the
consumer forms a posterior belief rG = 1 of being a discerning type; otherwise, the consumer’s posterior
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Our work is related to the paper by Spiegel (2013) on a software producer’s choice

between charging consumers for the software and offering for free a bundle of the software

and ads. In his model, however, consumers are perfectly informed about the utility they

derive from an impression and the firm’s strategy is observable to them. In a similar vein,

O’Brien and Smith (2014) investigate firms’private incentives to offer customers privacy

and compare them to the socially optimal incentives. They, however, assume that sellers

can commit to privacy policies while we suppose that they cannot (in the absence of

privacy regulation). Moreover, there is no scope for learning in their model. Toh (2018)

develops a model in which consumers learn gradually about a website’s security level. She

investigates the website’s ex ante incentives to invest in security while we investigate the

website’s ex post incentives to sell access to customers’personal data.

The rest of our paper is organized as follows. Section 2 lays out the baseline model

and presents equilibrium and welfare analyses. Section 3 analyzes the effects of tax,

transparency and opt-out policies. Section 4 addresses the extensions. Section 5 concludes

and all proofs are relegated to the Appendix.

2 Baseline model

Consider a website offering a service to a unit-mass population of consumers for two

periods: period 0 and period 1. A consumer derives a utility u from the service, but

this utility is unknown at the beginning of period 0. Instead, this utility is perceived

to be distributed independently in the population according to a cumulative distribution

function G(u) with mean u0 and support R. Furthermore, the mean utility is large enough
that all consumers choose to participate in period 0. Each consumer learns her u upon

consuming the service, and this knowledge informs her participation decision in period 1.

The service offered to the consumers is free, and the website has two ways to monetize

it. First, the website obtains an exogenous revenue a per visiting consumer, e.g. from

banner ads or merchandising that do not target particular consumers. Second, the website

collects customer information that it uses to sell a matching service to third parties for

a positive price vt in period t = 0, 1.8 This information, for example, might come from

belief is rN = 0. Thus, even though quality is unobservable, the firm has an incentive for high quality in
order to convince a discerning consumer to make a repeat purchase. Our model of equilibrium privacy
provision follows a similar logic. The website invests in privacy protection to influence consumers’beliefs
about the utility of returning to the website. See Judd and Riordan (1994) and Board and Meyer-ter-Vehn
(2013) for more elaborate signal-jamming models of product quality. Early models of signal jamming
include Riordan (1985), Fudenberg and Tirole (1986), and Holmström (1999).

8For a website with scarce advertising space, a can be interpreted as the value of an untargeted banner
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tracking consumers’online activity with a cookie, or it might be personal information, such

as an email or mailing address, that consumers disclose to the website. The third party

might be a data broker creating consumer profiles, or an advertiser targeting a particular

consumer group. Recognizing that there are several interpretations of our model, we use

the short-hand “selling information”or “information sale”to mean a transaction with a

third party, using consumer information collected by the website, that involves a payment

to the website.

An information sale can result in three possible consumer experiences, which impact

the consumer’s utility. There is a probability λ that the experience is good (G) and adds

positive utility UG > 0. There is also a positive probability θ that the experience is

bad (B), with negative utility UB < 0. In all other events, the experience is neutral (N)

yielding UN = 0. Hence a neutral experience occurs with probability 1 in the absence of an

information sale, and with probability 1−λ−θ if the website sells customer information. A
good consumer experience might be beneficial targeted advertising, while a bad experience

might come from spam, phishing, or malware.

To fix more general ideas, we consider the following specific targeted advertising sce-

nario. A unit-mass of third-party advertisers arrive each period, and each consumer in a

period is of interest to exactly one of these advertisers. In order to target its consumer

of interest with an ad, the advertiser is willing to pay a fee vt to secure the cooperation

of the website. With probability λ the targeted ad benefits the consumer and results in

a good experience. With probability θ the ad is a nuisance or worse, causing a disutility

from a negative experience. We allow that disutility to be small, as for the case of mildly

irritating spam, or large, as for the case for ransomware. In all other events, the ad is

inconsequential, and the consumer has a neutral experience with no utility consequences.9

Critically, consumers are unsure of their preferences over third-party advertising. We

model this by assuming that, while λ is a known parameter, θ is an unknown characteristic

of the consumer. Each consumer may be highly vulnerable to a bad experience, i.e. θ = θh,

or weakly vulnerable, i.e. θ = θl < θh. We denote by r0 the ex ante probability of weak

vulnerability, assumed to be the same for all consumers, and θ0 = r0θl + (1− r0) θh the

ex ante vulnerability of the consumer.

Vulnerability can be interpreted in several ways. One interpretation is mistargeted

advertising: θ is the probability of a nuisance ad that generates a small disutility for the

ad and vt as the incremental value of a targeted ad.
9The technology can be interpreted as a special case of a “database”that maps consumer-advertisers

pairs into a “‘match value” for the advertiser, as posited in Bergemann and Bonatti (2015), assigning
vt along the diagonal and 0 elsewhere. A “query” by a third-party is a request to identify the unique
consumer with match value vt.
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consumer, and 1 − λ − θ is the probability of innocuous poorly targeted ads. Another

interpretation is malvertising: θ is the probability of abusive or criminal use of customer

information that imposes a large utility loss, e.g. a denial-of-service attack or identity

theft. Finally, some consumers might have a poor understanding of how well they are

protected against aggressive intrusions, for instance because of a superior antivirus or

firewall, so that intrusion by malicious third parties is more likely to fail.

A website visit thus is an experience good. During period 0, a consumer observes u,

and also experiences a good (UG), bad (UB), or a neutral (0) utility increment from third

party ads. The consumer learns about her θ from the realized experience. At the end of

period 0, a consumer knows her value of the website service, and revises her beliefs about

vulnerability. We denote by r1 the updated probability that θ = θl. The same situation

repeats in period 1 for returning consumers, except that the price for third party ads is

v1.

In our baseline model, the privacy policy of the website determines the probability

X ∈ [0, 1] that customer information is sold.10 For instance, the website could sell access

to a database the content of which depends on its privacy policy. Each advertiser might

find the database useful, or not, for the purpose of targeting customers. Thus the design

of the database determines the probability that a given advertiser buys it.11 We will

refer to X as (the level of) precaution, and say we have full precaution when X = 1, no

precaution if X = 0, and partial precaution if 0 < X < 1.12

This probability is unobserved by consumers. In equilibrium, consumers update beliefs

about their vulnerability using Bayes Rule and taking as given the website’s privacy policy,

and the website chooses a profit-maximizing policy given consumer beliefs. Equilibrium

and its welfare and policy implications are analyzed next. Later, we consider a richer

privacy policy in which the website also can incur a cost to verify third party use of

customer information prior to its sale.

10More specifically, a privacy policy that restricts what consumer information a website collects and
how it is used might reduce the ability of the website to match consumers and interested third parties.
11Alternatively, we can intepret X = 0 (resp. X = 1) as meaning that the website always (resp. never)

sells customer information to a third party and interpret X ∈ (0, 1) as a mixed strategy. Note that
the latter can be “purified” by introducing into the model a vanishingly small amount of incomplete
information about the value of personal information to third parties. See, for instance, Bagwell and
Wolinsky (2002).
12Note that, in deriving equilibrium, we can fully characterize the second period with the retention value

V1 and the retention rate Q(r), suggesting our model admits alternative interpretations. For example,
setting λ = 0 and v1 = 0, we could interpret v0X as an investment to protect consumer data, pB(X)
as the probability of a security breach, −UB as possible consumer harm, r as the consumer’s beliefs
about her vulnerability, and V1 as the average profit from serving consumers. See Toh (2018) for a more
elaborate model of security investment with a similarly structured equilibrium.
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3 Analysis

3.1 Equilibrium

Website privacy policy and consumer beliefs are determined jointly in equilibrium. A

website has an incentive for privacy protection only if the long-run value of retaining a

customer (V1) is suffi ciently high relative to the short-rung gain from exposing the cus-

tomer to third parties (v0). The probability of retention (Q (r1)) depends on consumers’

beliefs about the utility of returning to the website, which depends on consumers’expec-

tations of privacy. Furthermore, the distribution of beliefs in the consumer population,

and therefore average retention, depends on the website’s privacy policy. In equilibrium,

consumers correctly anticipate privacy, and the website correctly anticipates how privacy

affects retention.

Our two-period model gives specific content to this notion of equilibrium. It is immedi-

ate that the website sells information to all interested third parties at price v1 in period 1,

as there is no further interaction with the customer. Hence the value of retention is V1 =

δF (a+ v1) where δF is the firm’s discount factor. The retention probability for a given

posterior belief is Q (r1) ≡ 1 − G (−M (r1)), where M(r) ≡ λUG + (rθl + (1− r) θh)UB
defines the expected benefit from third party matching when the probability of low vul-

nerability is r. Posterior beliefs, denoted (rG, rB, rN), are the updated probabilities that

θ = θl at the beginning of period 1 after the events G, B, and N are observed by the

consumer. For the most part, we focus on scenarios with M (r0) ≥ 0, meaning consumers

in period 1 have no objection to third party matching. Heterogeneity of posterior beliefs,

however, allows that consumers may disagree on the desirability of third party matching

in period 1.

Precaution determines the distribution of consumer beliefs at the beginning of period

1. The probability of a good experience (event G) and the probability of a bad experi-

ence (event B) are respectively pG (X) = λ (1−X) and pB (X) = θ0 (1−X). Both are

decreasing in precaution; it follows that the probability of a neutral experience (event N),

pN (X) = 1− pG (X)− pB (X), is increasing in precaution. The website therefore has an

incentive for full (no) precaution if and only if

v0 ≤ (≥) [pG (X)Q (rG) + pB (X)Q (rB) + pN (X)Q (rN)]V1.

Consumer beliefs at the beginning of period 1 are formed using Bayes Rule, condition-

ing on realized experience and taking precaution as given. Posterior beliefs after events
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G and B are respectively rG = r0 and rB = (θl/θ0) r0. Notice that rG and rB are inde-

pendent of X, and therefore can be treated as parameters.13 This is because these events

occur only if information is sold, and the website’s strategy does not affect the conditional

probabilities of these events. Event N , however, can occur whether or not information is

sold. Consequently, a consumer’s posterior belief that θ = θl after a neutral experience

depends on anticipated precaution:

rN = φ (X) ≡ 1− (λ+ θl) (1−X)

1− (λ+ θ0) (1−X)
r0. (1)

Of course, posterior and prior beliefs must be consistent:

pG (X) rG + pN (X) rN + pB (X) rB = r0.

A neutral experience is good news in our model in the sense that, for all levels of

precaution less than full, it yields the highest posterior belief: rB < rG < rN . The intuition

behind this result is as follows. Provided X < 1, the consumer reasons that a neutral

experience could have resulted from the possibility that a third party did gain access to the

consumer but the consumer had a neutral experience due to low vulnerability. Thus the

consumer becomes more optimistic after a neutral experience. Moreover, φ (X) decreases

in precaution because, by reducing exposure to third parties, higher precaution reduces the

likelihood that a neutral experience results from low consumer vulnerability rather than

from information not being sold. When there is full precaution, however, the consumer is

never exposed to third parties and a neutral experience conveys no information: φ (1) = r0.

We are now in a position to characterize equilibrium and provide some comparative

static results. The intuition behind the equilibrium is as follows. Selling customer in-

formation in period 0 yields extra revenue v0, but raises both the probability of a good

experience by λ and the probability of a bad experience by θ0, which reduces the retention

probability by λ [Q (rN)−Q (rG)] + θ0 [Q (rN)−Q (rB)], sacrificing future revenue pro-

portionally. We decompose this total effect between the part related to bad experiences

and the rest. Toward this end, define

∆G (rN) ≡ λV1 [Q (rG)−Q (rN)] + (1− θ0) v0,

as the website’s gain from selling information to the third party when it generates a

13rG and rB are not defined by Bayes rule under full privacy (i.e. X = 1). We assume that their values
remain equal to r0 and (θl/θ0) r0, respectively, in this case.
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neutral or a good experience. Define also

∆B (rN) ≡ θ0V1 [Q (rN)−Q (rB)]− θ0v0

as the gain from avoiding selling information when it induces a bad experience. The

total gain from being cautious and not selling information is then ∆B (rN) − ∆G (rN) .

The optimal strategy for the website is thus defined by the following “best response”

correspondence:

Xbr (rN) ∈ arg max
X∈[0,1]

X (∆B (rN)−∆G (rN)) . (2)

The best response correspondence optimizes the trade-off between avoiding bad ex-

perience and selling information. Notice that the gain from precaution decreases with

rN ∈ [r0, φ (0)] and lies in the interval
[
ψfV1 − v0, ψ

nV1 − v0

]
where

ψf ≡ θ0 (Q (r0)−Q (rB)) < ψn ≡ (θ0 + λ)Q (φ (0))− θ0Q (rB)− λQ (rG) . (3)

If ψfV1 − v0 < 0 < ψnV1 − v0, the level of precaution Xbr (rN) jumps from full pre-

caution to no precaution when the posterior belief induced by neutral experience crosses

a threshold rM ∈ (r0, φ (0)) . This threshold is defined (uniquely) as the solution of

∆G

(
rM
)

= ∆B

(
rM
)
. (4)

At rN = rM , the website is indifferent between all levels of precaution. An equilibrium

is a level of precaution X∗ and a consumer belief r∗N such that r∗N = φ (X∗) and X∗ =

Xbr (r∗N).

Proposition 1 A unique equilibrium exists. Equilibrium precaution is a non-increasing

function of the ratio v0/V1 and:

(i) the website provides full precaution if v0/V1 ≤ ψf ;

(ii) the website provides no precaution if v0/V1 ≥ ψn;

(iii) the website provides partial precaution (r∗N = rM and 0 < X∗ < 1) if v0/V1 ∈(
ψf , ψn

)
.

This result implies that v0/V1 is a negative indicator for equilibrium precaution.

Rewriting this indicator as δF (a/v0 + v1/v0)−1, we see that equilibrium precaution in-

creases with the relative share of income not raising privacy concerns and with the growth

rate of the value of information over time. Therefore, everything held equal, we expect
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more precaution by an e-seller relying extensively on merchandising than by a social net-

work relying extensively on monetization of personal information. Similarly, the website

exerts more precaution if a long history record is more valued than a short history record.

Furthermore, equilibrium precaution is non-decreasing in the sensitivity of retention to

beliefs about vulnerability —measured by the slope of Q (r) for r ≥ rB, and in the sen-

sitivity of beliefs to experience —measured by the (absolute value of the) slope of φ (X)

for X ∈ [0, 1].14

Illustration. To illustrate the above comparative statics and provide comparative statics
with respect to other parameters of the model, assume that θl = 0, the retention rate is

always interior (i.e. 0 < Q(0) < Q(1) < 1), and u is distributed uniformly with density α

on its support. In this scenario, the relevant formulas simplify to

∆B (r)−∆G (r) = αθh[λ(r − r0) + (1− r0)θhr]|UB|V1 − v0

and

φ(X) =
1− λ(1−X)

1− [λ+ (1− r0)θh](1−X)
r0.

In this case, we obtain

ψf = αθ2
h(1− r0)r0 |UB| ; ψn =

αθ2
h(1− r0)r0 |UB|

1− [λ+ (1− r0)θh]

and

X∗ = 1−
1− αθ2

h(1− r0)r0 |UB| V1v0
λ+ (1− r0)θh

for
v0

V1

∈
[
ψf , ψn

]
.

The level of precaution does not depend on UG and η as they do not affect the sensitivity

of retention to consumer beliefs. It is increasing in |UB|, λ, θh, and r0: precaution is higher
when matches are less likely to generate a neutral experience and bad matches are more

detrimental to consumers. The effect of the prior belief r0 is non-monotonic. For extreme

levels of beliefs, the threshold ψn becomes very small as the posterior beliefs do not react

to information and φ (0) is close to r0. Hence, there is no precaution if consumers are very

confident they are not vulnerable, or if they strongly believe that they are vulnerable.

Precaution emerges only for intermediate prior beliefs and in this case:

∂X∗

∂r0

=
θh

(λ+ (1− r0)θh)
2

(
αθ2

h(1− r0)r0 |UB|
V1

v0

− 1

)
+

1− 2r0

λ+ (1− r0)θh
αθ2

h |UB|
V1

v0

14Notice that increasing Q′(r) for all r ≥ rB raises the height of ∆B(r)−∆G (r) for all r ≥ r0, while
increasing |φ′(X)| for all X increases the height of φ (X), except at X = 1 since φ (1) = r0.
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is negative for a large prior r0 but positive for a small prior and a small price of information

v0 (i.e. close to ψ
fV1). The next graph plots the equilibrium level of precaution as a

function of v0/V1 and r0 for α = 1, |UB| = 10 and λ = θh = 1/3 :
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3.2 Welfare

Before turning to public policies intended to enhance privacy, we define our measures of

welfare, and then discuss the divergence between social and equilibrium incentives for

precaution.

For a given belief rN (and treating rG and rB as parameters), a website choosing

precaution X in period 0 makes an expected profit

Π (rN , X) ≡ a+ (1−X) v0 + E {Q(r1)V1 | X} .

where the conditional expectations operator is over realizations of r1 ∈ {rG, rB, rN}. It
is immediate that, for any level of precaution X, an improvement in consumer beliefs

increases expected profit, i.e. ∂Π (rN , X) /∂rN = pN (X)Q′(rN)V1 > 0. Furthermore,

since the website maximizes Π (rN , X) taking rN as given, the application of the envelope

theorem leads to the following lemma.

Lemma 1 Marginally lower equilibrium precaution raises expected profit, i.e. dΠ (φ (X) , X) /dX <

0.
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It is useful to decompose consumer expected utility into a short-term component plus

a long-term component:

U (rN , X) ≡ U0 (X) + U1 (rN , X)

where U0 (X) ≡ u0 + (1−X)M (r0) is the expected utility of consumers in period 0 with

a prior belief r0 and U1 (rN , X) ≡ δCE {max (u+M (r1) , 0) | X}, where the expectations
operator is over realizations of both u and r1, is the expected utility of consumers in

period 1. The marginal effect of precaution on short-term utility is equal to the loss of

match utility M (r0), which in general can be either positive or negative. The following

lemma, however, establishes that greater equilibrium precaution always decreases long-

term consumer utility inclusive of its effect on beliefs.

Lemma 2 The effect of greater equilibrium precaution on long-term consumer utility is

negative, i.e. U1 (φ (X) , X) is decreasing in X.

It follows that consumer expected utility is decreasing in equilibrium precaution if M(r0)

is not too negative. In this case, the ex ante preference of consumers for marginally less

precaution coincides with the preference of the website.

Total expected welfare for given beliefs and precaution is

W (rN , X) ≡ Π (rN , X) + U (rN , X) .

Clearly, there is a divergence between equilibrium and social incentives for precaution. In

equilibrium, X maximizes Π (rN , X) given rN = φ (X), and there is no precaution pro-

tection in period 1. This leaves room for several ineffi ciencies. First, because precaution

is unobservable, the website cannot control consumer beliefs. Second, the website ignores

the direct effect of X on consumer expected utility. Notice, however, that the marginal

divergence between social and equilibrium incentives can be written as

dW (φ (X) , X)

dX
− ∂Π (rN , X)

∂X

∣∣∣∣
rN=φ(X)

=
∂Π (rN , X)

∂rN

∣∣∣∣
rN=φ(X)

φ′ (X)−M (r0)+
dE {U1 (φ (X) , X)}

dX
.

The first term is the negative marginal effect of beliefs on expected profit. The second term

is the loss of period 0 match utility resulting from marginally greater precaution, which

can be either positive or negative. The third term is the marginal effect of precaution on

long-term utility, including the effect on beliefs, and is negative according to Lemma 2.

Equilibrium precaution in period 0 is deficient when the overall difference is positive. A
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third possible ineffi ciency is that it may be desirable to have privacy protection in period

1 if M(r1) < 0 for a suffi ciently large segment of consumers in the second period.

We may then distinguish two cases depending on whether match utility is positive

or negative. In the “optimistic” case, match utility is positive for all relevant beliefs.

In particular, as argued above, if M(r0) > 0, then equilibrium precaution in period 0

is necessarily excessive because both consumers and the website prefer less precaution.

Furthermore, if M(r1) > 0 for r1 ∈ {rG, rB, rN}, then zero precaution in period 1 is

effi cient. Indeed, in this case, reducing precaution would raise consumers’exposure to

valuable matches and raise retention due to higher beliefs so that both short-term utility

and long-term utility are maximal. In the “pessimistic”case, expected match utility is

negative for at least some relevant beliefs, and the social desirability of less precaution is

ambiguous for several reasons. First, if M(r1) < 0, then zero precaution in period 1 may

be ineffi cient. Second, if M(r0) < 0, the level of precaution in period 0 may be either

insuffi cient or excessive, depending on whether the short-term loss is outweighed by the

long-term utility gain (which depends on the discount factors δF and δC).

Which case is more salient depends on the nature of customer information and the

perceived consumer risks. For example, disclosure of highly sensitive health information

may be perceived to cause negative match utility. Alternatively, negative match utility

depends on the extent to which information sharing exposes the consumer to malicious

attacks. On the one hand, nuisance advertising or innocuous spam might cause only

a minor annoyance (small |UB|), that is overshadowed by mutually beneficial targeted
advertising (relatively large |UG|). On the other hand, even a small possibility of identity
theft due to phishing or malware (very large |UB|) could weigh heavily on match utility.
Whether the optimistic case or the pessimistic case is more salient might ultimately

depend on policymakers’perceptions of the extent to which online advertising platforms,

or other forms of information sharing, increase consumers’risk of becoming victims of

serious cybercrime.

3.3 Policy

In this section we use our model to understand the effects of various public policies aimed

at improving consumer privacy.

3.3.1 Taxation

One potential way of affecting firms’incentives to sell personal information is to apply

a specific tax treatment to transactions involving customer information. Such a tax

14



would not only alter the direct gains v0 from selling information in period 0 but also the

value of retaining a consumer V1. In our two-period setup, suppose that a proportional

tax τ (which may be positive or negative) is levied on transactions involving customer

information. Then, the revenue from selling information is (1− τ) v0 while the value of

retaining a consumer is δF [a+ (1− τ) v1]. A (positive) tax thus reduces both the revenue

from selling customer information and the retention value. However, recall that the

equilibrium level of precaution depends only on the ratio (1− τ) v0/δ
F [a+ (1− τ) v1].

As this ratio decreases with the tax rate τ , Proposition 1 implies that a tax which is

levied on personal information transactions in both periods would (weakly)15 increase

precaution.

We now turn to privacy regulations.

3.3.2 Transparency and commitment

How should a policy governing X be conducted? One salient policy intervention is to

enforce transparency regarding the website’s collection and use of personal data. In our

setup, transparency may relate to ex post disclosure of information sales or to ex ante

commitment on information that may be sold. For instance, transparency in the European

GDPR is of the latter type. A key issue is the extent to which a transparency policy makes

credible an announcement of X.

Full commitment Let us assume that a regulation requires a website to reveal and

commit to precaution at the beginning of each period, admittedly an exceedingly strong

enforcement policy that requires both ex ante and ex post transparency. We refer to the

resulting game as “full commitment”16 and let Xt denote precaution in period t. The

difference between the case where precaution is unobservable and the case where it is

observed by consumers is twofold. First, under full commitment, the website can affect

posterior beliefs by its choice of precaution. Since profit is increasing in consumer belief

rN , the website will change X0 in the direction that raises rN . This is driven by the

fact that the website would benefit from consumers interpreting a neutral experience as

a stronger signal about their low vulnerability. Second, with full commitment, it may no

longer be optimal for the website to choose a no-precaution regime in the second period.

Indeed, when third-party matches are detrimental to consumers, commitment to some

15Throughout the paper we use “(weakly)” when a given effect is strict unless it is prevented from
being so by boundary conditions - here except when X = 1.
16This scenario corresponds to the case, featured in previous literature (see e.g. O’Brien and Smith,

2014 and Lefouili and Toh, 2018), in which the privacy policy is a publicly observable quality variable.
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precaution (X1 > 0) may boost second-period demand. By contrast, when second-period

matching is beneficial to marginal consumers on average, the website will choose X1 = 0.

The next proposition provides conditions under which a regulation mandating full

commitment results in less precaution in the first period. It also provides conditions

under which such a regulation does not affect the website’s second-period precaution.

Proposition 2 Full commitment causes the website to choose (weakly) less precaution in
the first period than under no commitment (i.e. X0 ≤ X∗) if no precaution in the second

period is optimal (i.e. X1 = 0) or if uG′ (u) is increasing. Under full commitment, X1 = 0

is optimal for the website if either (i) M(rB) is not too negative, or (ii) M (r0) ≥ 0 and

uG′ (u) is concave.

Let us now consider the effects of a full-commitment regulation on consumers in light

of Proposition 2. The discussion here mimics the discussion of the effects of precaution on

welfare as the ability to commit reduces the first period level of precaution. A difference is

that the website might also commit to a second period level of precaution. This does not

occur if the match utility after a bad experience is not too negative (condition (i)), or if ex

ante match utility is non-negative and the marginal effect of precaution on participation is

concave in beliefs (condition (ii)). We conclude, therefore, that consumers unambiguously

benefit in these cases.

Corollary 1 If X1 = 0 is optimal for the website and M (r0) ≥ 0, then a regulation

enforcing full commitment leads to higher short-term and long-term consumer utility.

There are other scenarios with opposing effects on consumer welfare. First, the web-

site’s focus on retaining marginal consumers is not necessarily aligned with the interests

of the average consumer. Indeed, if M (r0) ≥ 0, then positive second-period precau-

tion detracts from expected consumer welfare.17 Second, if M (r0) < 0, then consumers

are negatively affected by a weaker privacy policy in the first period, creating a tension

between short-term and long-term effects on consumer utility. Finally, if second-period

17To see why, notice that expected second-period consumer utility can be written as

U1 = E


+∞∫

−(1−X1)M(r1)

[1−G (u)] du


where expectations operator is over r1 for a given X0. Holding X0 constant, U1 decreases with positive
X1 ifM (r0) ≥ 0. Indeed, from ∂U1

∂X1
= E {[1−G (− (1−X1)M (r1))]M (r1)}, E {M (r1)} = M (r0) ≥ 0,

and the fact that 1 − G (− (1−X1)M (r1)) is positive and increasing in r1, it follows that ∂U1
∂X1

>
[1−G (− (1−X1)M (rB))]M (r0) ≥ 0.
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match utility is always negative, i.e. M (φ (1)) < 0, and if G′ (u) + uG′′ (u) > 0 over

the relevant range, then, according to Proposition 2, full commitment reduces precaution

in the first period. In this scenario, long-term consumer utility is (weakly) higher, be-

cause consumers benefit both from less precaution in the first period and (weakly) more

precaution in the second, while the effect on short-term utility is negative.

Ex post or ex ante transparency Suppose that the regulator imposes only one type

of transparency, either ex post or ex ante.

Under ex post transparency, the website chooses Xt at the beginning of period t and

discloses its value once trade with third parties has been completed. Assuming this is

aggregate information, each consumer knows the probability Xt to be matched with a

third party at the end of period t but not the realized matches. A direct implication is

that the website will trade with all third parties in period 1, i.e. X1 = 0, as ex post

revelation of X1 does not affect demand. The analysis of the first period is the same

as with full commitment as only information that is revealed matters for equilibrium

behavior in this period. Hence Proposition 2 implies that a regulation mandating ex post

transparency leads to a lower precaution level in period 1. Moreover, Corollary 1 applies,

showing that when the expected value from a match for consumers is positive or consumers

are suffi ciently patient, consumers benefit from such a regulation. By contrast, when the

expected match utility is negative and consumers are suffi ciently impatient, they do not

benefit from a regulation mandating ex post transparency.

A policy enforcing ex ante transparency plausibly enables the website to credibly

commit to greater precaution than the equilibrium level, i.e. enforces an announced

lower bound on precaution. For example, the website might commit to more precaution

by promising (transparently) to collect less data about consumers, which compromises

the website’s ability to match consumers and interested third parties. We have shown,

however, that the website wants to commit to less rather than more precaution in order to

improve customer retention after a neutral experience. But it is not clear how the website

credibly commits to less precaution. For example, suppose the website announces that it

will collect additional personal data about its customers, potentially improving matching

with interested third parties. The website would still have the ability and the incentive

to refuse to deal with interested third parties, as long as the refusal is unobservable to

consumers and did not violate its announced privacy policy. In other words, a commitment

to reduce precaution is not credible.18 In this case, a policy enforcing ex ante transparency,

18Formally, if the website were to announce X < X∗, the equilibrium would be in mixed strategies
with the website refusing to sell with positive probability, such that the probability of a match is X∗.
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without also sanctioning refusals to deal, would have no effect on equilibrium precaution,

under the condition that no-precaution in the second period is optimal for the website,

as stated in Proposition 2.

The following proposition summarizes the above discussion.

Proposition 3 -A regulation enforcing ex post transparency causes the website to choose
(weakly) less precaution in the first period, compared to the equilibrium with no commit-

ment, and no precaution in the second period.

- A regulation enforcing ex ante transparency causes the website to choose the same

privacy policy as in the equilibrium with no commitment if no-precaution in the second

period is optimal for the website and refusal to sell information is possible.

3.3.3 Opt-out

Another salient policy measure is to give consumers control rights over their personal

data. Ideally, a consumer would like to choose which third party can access her personal

data and for what purpose. However, contracts are typically incomplete due to private

information and lack of verifiability. Here, we assume that whether information is sold

or not is verifiable, but the nature of the match (good, bad or neutral) with the buyer

of personal information is not. We allow consumers to opt out, which means they can

prevent any sale of personal information (the full precaution regime would then prevail).19

We assume that in the first period consumers do not find it optimal to opt out but that

they may decide to do so after revising their beliefs about their vulnerability. Thus, at the

end of the first period, consumers have three options: they may stop their relationship

with the website, they may stay and opt in (i.e., not prevent the website from selling their

personal information), or they may stay and opt out.

A consumer’s decision to opt out depends on her beliefs about her vulnerability to

bad experiences. Let

r̄ ≡ λUG + θhUB
(θh − θl)UB

denote the solution to M(r1) = 0. The most interesting scenario, assumed below, is

r0 ≥ r̄ > rB, in which case consumers will opt out only after a bad experience.20 Since

opting out assures a match value of M(r̄) = 0 instead of M(rB) < 0, the expected

retention of those consumers rises from Q(rB) to Q(r̄).

19Bloch and Demange (2018) also analyze the effect of an opt-out option on a website’s privacy policy
(captured by its level of data exploitation). However, they assume that the website’s policy is observable
to consumers.
20Other cases are considered in Section 1 of the Online Appendix.
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At the same time, the website’s value of retaining consumers who opt out falls from

V1 ≡ δF (a + v1) to V̄1 ≡ δFa, because the website no longer earns revenue in period 1

from selling information for those customers. Whether or not website profit increases in

period 1 depends on the combined effect of greater retention and lower retention value,

i.e. on whether Q(r̄)V̄1 is greater or less than Q(rB)V1. The consequences in either case

depend on the equilibrium effects of a marginal change in expected profit for customers

having a bad experience.

Lemma 3 In the baseline model, everything else held equal, an increase in Q (rB)V1

leads to a (weakly) higher equilibrium posterior belief r∗N and (weakly) lower equilibrium

precaution X∗.

We study the website’s incentive to offer an opt-out option to its customers (on a

voluntary basis) before investigating the impact of a mandatory opt-out policy.

Voluntary opt-out The website’s profit is

Π = (1−X) v0 + pG (X)Q(r0)V1 + pB (X)Q(rB)V1 + pN (X)Q (rN)V1.

Let us change Q(rB)V1 by dε. Using the envelope theorem, the change in website’s equi-

librium profit is

dΠ = pB (X) dε+ pN (X)Q′ (rN)V1drN .

Since the profit increases with rN we have two concurring effects. The website derives

a direct benefit from higher future revenues from those consumers having a bad experi-

ence. Moreover, Lemma 3 implies an additional indirect benefit: more optimistic beliefs

about vulnerability increases the retention of those consumers who have a neutral expe-

rience. Consequently, the website has an incentive to offer opt-out if Q(r̄)V̄1 ≥ Q(rB)V1.

Conversely, the website has no such incentive if the opposite is true.

From Lemma 3 it follows that the website lowers its level of precaution whenever it

offers an opt-out option on a voluntary basis. This reduction in the level of precaution

leads to an increase in short-term consumer utility if M(r0) > 0 as well as an increase in

long-term consumer utility because a neutral experience becomes more informative about

vulnerability. Combining this with the fact that if M(rB) < 0 opt-out beneficially shields

consumers from bad experiences21 implies by revealed preferences that voluntary opt-out

unambiguously benefits both consumers and the website.

21If ex ante match utility was negative, consumers might opt out in the first period.
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Mandatory opt-out policy The above analysis shows that a mandatory opt-out policy

affects the website’s behavior if and only if Q (r̄) V̄1 < Q(rB)V1. In this case, Lemma 3

implies that such a policy leads to more precaution. Website profit of course declines by

revealed preference, and greater precaution reduces short-run consumer utility ifM(r0) >

0. The long-term consumer welfare effects are generally ambiguous because consumers are

shielded from a bad experience if M(rB) < 0 but are negatively affected by the decreased

informativeness of a neutral experience about vulnerability; obviously the latter effect

dominates if M(rB) is not too negative.

Assuming an indifferent website offers opt-out, the conclusions are summarized as

follows.

Proposition 4 AssumeM(r0) ≥ 0 > M (rB). (i) If Q (r̄) V̄1 ≥ Q(rB)V1, then the website

voluntarily offers opt-out, resulting in (weakly) less precaution, and increasing both short-

and long-term consumer utility. (ii) If Q (r̄) V̄1 < Q(rB)V1, then a mandatory opt-out

policy results in (weakly) more precaution. Profits and short-term consumer utility are

lower while the effect on long-term consumer utility is negative if and only if M(rB) is

not too negative.

4 Extensions

4.1 Multi-homing consumers

Let us consider K ≥ 2 websites facing a unit-mass population of consumers for two

periods: period 0 and period 1. Websites are not competitors on the consumer side. We

assume that websites are ex ante identical so that consumers multi-home and are active

on all websites in period 1. This implies that all websites have access to all customer

information and can potentially sell it to each third party. Each website is as in the

basic model, except that the consumers derive a utility ui from visiting website i that

follows a joint distribution GK (u1, ...uK) which we assume to be symmetric with marginal

cumulative distribution G(ui).

In a setting with multiple websites, two issues arise: attribution and inference. The

first relates to the fact that a consumer having a bad experience may not know which

website is responsible for the sale of her personal information. Inference refers to the way

a consumer revises her beliefs on each website after a given experience, which depends

in particular on the correlation of the vulnerability across websites. Both imperfect at-

tribution and correlation induce a “collective reputation”problem as the sale of personal
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information by one website affects all websites. To highlight this aspect we assume that

consumers do not observe if information is sold or not, and by whom, and that the pa-

rameter θ is the same for all websites. We show below that even under these extreme

assumptions the market may provide some privacy protection.22

Given our maintained assumption that there is a one-to-one match between consumers

and third parties, each consumer faces the same potential outcomes as before: she can

either have one good experience (G), one bad experience (B), or a neutral experience

(N). The consumer then revises her beliefs about her vulnerability to bad experiences,

observes the realization of (u1, ...uK), and decides whether to return to the websites.

A new feature here is that the probability of a non-neutral experience accounts for

the fact that many websites can sell information. Thus, if x is a symmetric equilibrium

probability that a website does not sell customer information, the total probability that a

third party interested in buying such information does not acquire it is X = xK . Notice

that we assume independent probabilities that a third-party transacts with a website.23

With this adjustment in the determination of X, the behavior of consumers is unchanged

and, in particular, the equilibrium posterior beliefs for events G, B and N are respectively

rG = r0, rB and rN = φ (X) .

We model competition by assuming that all websites decide independently and simul-

taneously on x and the price p for personal information. We assume for simplicity that all

websites observe when information is sold but do not observe consumers’experiences. On

the market for information, multi-homing affects the selling prices in both periods. Let us

first consider period 1. If information is not sold in period 0, the posterior is r1 = rN and

the consumer returns to a given website i with probability QK (rN) where

QK (r) ≡ Pr

{
ui ≥ 0;

∑
j=1,K

max (uj, 0) ≥ −M (r)

}
+Pr

{
0 > ui ≥ −M (r) ;ui > max

j 6=i
uj

}
.

The website obtains profit a on each retained consumer and competes with other

websites for the sale of personal information. The equilibrium expected period 1 revenue

22Our conclusion would extend to the case where vulnerability is website-specific, with θi denoting
vulnerability on website i, if either the consumer cannot attribute perfectly a bad or good experience to
a website or the parameters θi are positively correlated.
23This is the case if x is interpreted as a mixed strategy, or if websites collect different relevant pieces

of information and third-parties need only one piece of relevant information.

21



of website i from selling information on a returning consumer is then v1Q̂K (rN) , where

Q̂K (r) ≡ Pr

{
ui ≥ −M (r) ; min (ui, 0) > max

j 6=i
uj

}
is the probability of unique customer retention, i.e. the probability that a customer

returns only to website i. This expression can be obtained as follows. Each website where

the consumer is still active knows that the consumer had a neutral experience but does

not know on which websites she returned.24 The equilibrium symmetric strategy of the

pricing game (on the market for information) in period 1 is then a mixed strategy on an

interval (a standard undercutting argument shows that there are neither mass points nor

holes). The website earns the same expected profit for all prices in the interval. Moreover,

as the upper bound of that interval wins only if there is no other bid (which happens with

probability Q̂K (rN)), it has to be v1. This yields the expected payoff v1Q̂K (rN). Thus,

if information is not sold by any website in period 0, the period 1 expected revenue as of

period 0 is:

δF
[
aQK (rN) + v1Q̂K (rN)

]
.

If information is sold, the equilibrium expected revenue of website i is similar but accounts

for the uncertainty on the posterior r1. Viewed from period 0, it is given by

LK (rN) ≡ E
{
δF
[
aQK (r1) + v1Q̂K (r1)

]
| information is sold in period 0

}
.

Let us now turn to competition on the market for information in period 0. In this

game, the strategy of a website can be summarized by the choice of x and a probability

distribution over prices p ≤ v0 with cumulative distribution function F (p) .25 We now

characterize a symmetric equilibrium of the game. Let us first derive the website’s opti-

mal strategy for a given consumer belief rN , assuming that all other websites follow the

strategy (x, F (.)). For this purpose, define

PK (rN) ≡ δFa {λ [QK (rN)−QK (rG)] + θ0 [QK (rN)−QK (rB)]}
+δFv1

{
λ
[
Q̂K (rN)− Q̂K (rG)

]
+ θ0

[
Q̂K (rN)− Q̂K (rB)

]}
,

24Alternatively, we could assume that websites track consumers and know where they return. In this
case, the equilibrium price of information is v1 if there is a monopoly and 0 if the consumer returns to
two or more websites. A website’s expected payoff would then be the same.
25We could allow the price to be above v0 without altering the analysis. In this case x would be replaced

by x′ = x+ 1− F (p0) . Given that putting a mass above v0 is equivalent to increasing x, we ignore this
possibility. See, however, our discussion of transparency and commitment.
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which is the expected increase in the payoff from retaining a consumer when no informa-

tion about the consumer is sold to third parties. Given that QK (rN) and Q̂K (rN) are

both increasing in rN , PK (rN) is positive and non-decreasing in rN . Then the payoff of a

website choosing xi and pi ≤ v0 is

LK (rN) + xix
K−1PK (rN) + (1− xi) (x+ (1− x) (1− F (pi)))

K−1 pi.

This expression can be interpreted as follows. Not selling customer information does not

imply that access to that information by a third party will not occur because another

website may sell the information. In that case the payoff is LK (rN) . However, with

probability xK−1, all other websites also do not sell the information and the payoff is

then higher by PK (rN). Finally, information is sold by the website if the third party is

willing to buy and either no other website sells relevant information or the website’s price

is the lowest price. Therefore, the comparison of the payoff from selling information at a

price p below v0 and the payoff from not selling information boils down to comparing the

expected revenue (x+ (1− x) (1− F (p)))K−1 p with the gain from privacy PK (rN)xK−1.

Equilibrium is not necessarily unique in a multi-homing environment. The following

result shows that one of the possible outcomes is that all websites sell personal information

to any interested third party and competition dissipates fully their profits from data sales.

Proposition 5 Suppose there are at least two websites. Then, there always exists a no-
precaution equilibrium where all websites quote a zero-price for information, and infor-

mation is always sold.

Thus, as soon as there are multiple websites that can sell the same personal information,

there is a risk of a total collapse in the provision of privacy.26 The next proposition shows,

however, that there also exists a symmetric equilibrium with a positive level of precaution,

denoted X∗K , if the value of information v0 is not too high.

Proposition 6 Suppose there are K ≥ 2 websites. Then, there exists a symmetric equilib-

rium with positive precaution (i.e., X∗K > 0) if and only if v0 < PK (φ (0)). It is uniquely

defined by the following conditions:

- If v0 ≤ PK (φ (1)) , then the websites provide full precaution (i.e., X∗K = 1).

- If PK (φ (1)) < v0 < PK (φ (0)) , then the websites’ level of precaution and price

26However, we conjecture that if there is an arbitrarily small mass ε of single-homing consumers, the
zero-price equilibrium exhibited in Proposition 5 exists only if v0 ≥ ∆B (rN )−∆G (rN ) .
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distribution are given by

v0 = PK (φ (X∗K)) ;

F (p) =
1− (X∗K)

1
K

(
v0
p

) 1
K−1

1− (X∗K)
1
K

for p ∈ [(X∗K)
K−1
K v0, v0].

In a multi-homing context, the number of websites affects the total level of precaution

only through its effect on the value of retaining a consumer. The probability of unique

retention is smaller and less responsive to beliefs with multiple websites than with a single

website. The same holds for retention when the expected value of a match is positive.

But when the expected value of a match is negative at relevant levels of rN , the retention

rate is larger with multiple websites as the consumer benefits from multiple visits. In this

case the retention may be more or less responsive to beliefs than with a single website,

and the level of precaution may be higher if v1 is small.

The profit of a website may be lower when consumers multi-home for two reasons.

First, future competition is detrimental to profits. Second, there is a chance that another

website sells customer information, which leads to a free rider problem. However, we have

seen that some reduction of the level of precaution may be profitable as it raises average

retention. The strategic effect that reduces the aggregate level of precaution could in

principle be strong enough to offset the reduction of revenues due to competition in the

market for information.

Multi-homing has mixed effects on consumer welfare. Obviously, access to a greater

number of websites directly increases the utility consumers get from website content.

Moreover, reduced precaution, resulting from competition in the market for consumer

information, increases the long-run utility from any website. Short-term utility, however,

increases only if the ex ante match utility is positive.

Let us now consider the effect of a transparency policy, focusing on symmetric equi-

libria (the detailed analysis is provided in Section 2 of the Online Appendix). If websites

are subject to ex post transparency, i.e. if the information xi sold by each website i is

observed at the end of the period, the analysis is similar to the case of a single website.

The websites choose to sell information to all third parties in the second period and may

refrain from doing so in the first period. A difference with the case of a non-transparent

policy is that it is no longer the case that the maximum price of information v0 is equal

to the incremental value PK (φ (X)) of privacy. As websites internalize the effect of their

policy on consumers’posterior beliefs and retention rates, they may choose a lower level of
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precaution. We show in the Online Appendix that when all other websites choose xj = x,

the equilibrium payoff of a website i is given by

LK
(
φ
(
xix

K−1
))

+ xix
K−1PK

(
φ
(
xix

K−1
))

+ (1− xi)xK−1v0.

The resulting equilibrium level is then smaller than the level X∗K under non-transparency

because of the effect of precaution on beliefs.

Consider now an ex ante transparency policy, where xi is observed before price com-

petition takes place. Notice first that in the second period, the incentives to refrain from

selling information are smaller than for a monopoly as others can also sell the same in-

formation. Assuming that information is sold to all third parties in the second period,

reducing the level of precaution may not be credible if the website can refuse to sell.

In particular, starting from the equilibrium precaution level x = (X∗K)
1
K , a website who

deviates and announces xi < (X∗K)
1
K would refuse to sell with probability y such that

y + (1− y)xi = (X∗K)
1
K . The equilibrium distribution of prices and the market level of

precaution would then be unaffected. Hence the equilibrium obtained under ex post trans-

parency would not be credible under ex ante transparency, suggesting that equilibrium

precaution is not affected.

However, with multiple websites competing on the market for information, a website

will also care about the effect of its policy on the intensity of competition. In particular,

a commitment to a higher level of precaution than under a non-transparent policy, i.e.

xi > (X∗K)
1
K , is credible and would induce competitors to price less aggressively. The

reason is that firm i’s data becomes less attractive, which allows competitors to raise

prices without changing the probability of sale. If this effect is strong, which occurs when

X∗K is small, the websites would deviate from (X∗K)
1
K , and we show there does not exist

an equilibrium in which websites choose pure precaution strategies.

4.2 Verification of third party use of information

In this section, we assume that the website can verify third party use of information.

For instance, a website may use Artificial Intelligence and human resources to screen out

ads with offensive content, or may verify that requests to access customer information

originate from known legitimate third parties. To capture this, we suppose that, by

incurring a cost Cv (Y ) , the website can generate a signal on the user experience that is

informative with probability Y. A non-informative signal conveys no information while an

informative signal allows to detect perfectly whether the third party will generate a bad
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experience or not. Thus, an informative signal allows screening third parties generating

bad experiences from those leading to good or neutral experiences.27 For conciseness, we

assume that Cv (Y ) is convex, C ′v (0) = 0 and C ′v (1) = +∞.

4.2.1 Strategies and beliefs

The website’s strategy now consists of a choice of a level of verification Y as well as the

probabilityX that customer information is not sold in case verification fails. If verification

succeeds then the website denies access to information to third parties generating a bad

experience and grants other third parties full access to information.

Therefore, we can characterize the website’s strategy by a pair

(X, Y ) ∈ [0, 1]2.

Under a full precaution policy (X = 1), the consumer is immune to unwanted intrusions

from the sale of personal data, and verification is a way to raise the value to the consumer

of visiting the website. The variable Y then determines the benefit from allowing access to

third parties that do not provide a bad experience. On the contrary, under a no precaution

policy (X = 0), verification is the only way to avoid interactions with third parties that

generate a bad experience and, therefore, determines the level of protection against them.

Let us now provide the probability of each type of first-period experience and deter-

mine how it depends on the level of precaution X and the level of verification Y . The

probabilities of a good experience (event G) and a bad experience (event B) are given,

respectively, by pG (X, Y ) = λ [Y + (1− Y ) (1−X)] and pB (X, Y ) = (1−X) (1− Y ) θ0.

Both probabilities decrease with X because a higher level of precaution leads to less sales

of personal information to third parties. Moreover, the probability of a good experi-

ence is increasing in the level of verification unless there is no precaution, because more

verification decreases the likelihood that a third party generating a good experience buys

customer information. By contrast, the probability of a bad experience decreases with the

level of verification unless there is full precaution. The probability of a neutral experience

(event N) is then

pN (X, Y ) = 1− Y λ− (1− Y ) (λ+ θ0) (1−X) . (5)

27As an illustration, suppose the website can incur a cost z, drawn from a distribution with an increasing
continuous cdf H(.) over the support R+, to identify (with certainty) whether a match with a third
party will generate a bad experience or not. It is straightforward that there must exist a critical level ẑ
(potentially zero) such that the website verifies the third party’s use of information if z < ẑ.We can then
denote by Y = H (ẑ) the probability of verification and the cost of verification is Cv (Y ) =

∫ ẑ
0
zdH (z) .
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This probability increases with X as in the case with no verification. The effect of the

level of verification Y on the probability of a neutral experience depends on the level of

precautionX, as shown by ∂pN/∂Y = θ0−(λ+ θ0)X. The reason is that a higher level of

verification has two (potential) opposite effects on the likelihood of a neutral experience.

First, it affects it positively by increasing the probability that a third party generating a

bad experience is denied access to customer information. Second, it affects it negatively

by making it more likely that a third party generating a good experience gets access to

customer information. The former effect dominates the latter if the level of precaution is

low (so that third parties have an easy access to customer information).

The posterior beliefs after a good experience and a bad experience, rG and rB, are the

same as in the baseline model, while the posterior belief after a neutral experience is now

given by

rN = Φ (X, Y ) ≡ 1− Y λ− (1− Y ) (λ+ θl) (1−X)

1− Y λ− (1− Y ) (λ+ θ0) (1−X)
r0. (6)

A neutral experience is again good news in the sense that rB < rG < rN for any X < 1.

The following lemma shows how the posterior belief after a neutral experience depends

on the levels of precaution and verification.

Lemma 4 i) Φ (X, Y ) is decreasing in X, ii) Φ (X, Y ) is decreasing in Y for any X < 1,

iii) Φ (0, 0) = φ (0) and Φ (1, Y ) = r0 for all Y.

Notice that the range of possible beliefs is the same with or without verification. By

reducing exposure to a third party generating a bad experience, verification makes the

experience less informative about vulnerability and reduces the posterior rN whenever

X < 1. Under full precaution, no bad experience can occur and the posterior is not

affected by a neutral or a good experience.

4.2.2 Equilibrium analysis

The analysis of the website’s decision regarding the level of precaution is similar to the

one in the baseline scenario (with no verification). Indeed, as precaution refers to the

probability of selling information when there is no verification, the website’s optimal

level of precaution does not depend on the level Y of verification. The equilibrium level

of precaution when the website anticipates a posterior rN is still Xbr (rN), as given by

equation (2).

Consider now the verification decision. The trade-off faced by the website is differ-

ent from the one underlying the precaution decision because verification allows to sell
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customer information only to third parties that generate a good or neutral experience

(and would be used only for this purpose since rB < rG). For a given level of precau-

tion X, verification raises the probability to sell customer information to a third party

generating a good or neutral experience from 1 −X to 1 and, therefore, yields a benefit

X∆G (rN) from selling customer information to such a third party more often. Verification

also reduces the probability to sell customer information to a third party that generates

a bad experience from 1 − X to 0, which leads to another expected benefit given by

(1−X) ∆B (rN). The total benefit from verifying third parties’use of information is then

the sum X∆G (rN)+(1−X) ∆B (rN). When evaluated at X = Xbr (rN), the equilibrium

condition (2) implies that this gain is equal to min (∆B (rN) ,∆G (rN)). Thus, some ver-

ification occurs (i.e. Y > 0) whenever this benefit is positive, and the website’s optimal

verification level Y br (rN) is given by

C ′v
(
Y br (rN)

)
= max {min (∆G (rN) ,∆B (rN)) , 0} . (7)

Thus, an equilibrium is characterized by X∗∗, Y ∗∗ and r∗∗N that solve equations (2), (6)

and (7). Recall from equation (2) that without verification full precaution occurs when

∆G (r0) ≤ ∆B (r0), while no precaution occurs when ∆G (φ (0)) > ∆B (φ (0)). Hence we

distinguish three scenarios:

• Full precaution: this occurs when r∗∗N = r0 and the level of precaution is C ′v (Y ∗∗) =

max {∆G (r0) , 0} .

• Partial precaution: this is only possible if the posterior belief after a neutral ex-
perience satisfies r0 < r∗∗N = rM < φ (0), and the level of verification is given by

C ′v (Y ∗∗) = max
{

∆M , 0
}
where ∆M ≡ ∆G

(
rM
)

= ∆B

(
rM
)
.

• No precaution : this requires a low posterior belief r∗∗N < rM and a level of verification

given by C ′v (Y ∗∗) = max {∆B (r∗∗N ) , 0} .

Notice that, because ∆G (r) decreases in r while ∆B (r) increases in r, verification is a

single-peaked function of rN achieving a maximum at posterior belief rM .

For v0 close to 0, the gain ∆G (rN) can be made arbitrarily close to 0 or negative

(because rG = r0 = φ (1)), while the gain ∆B (rN) remains strictly positive. Thus, for

suffi ciently small values of v0, the website chooses a full precaution policy and no verifica-

tion, so that customer information is never sold. Similarly, for suffi ciently large values of

v0, the website chooses no precaution and no verification, so that customer information is

sold to all interested third parties. The following equilibrium characterization shows that
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the results of Proposition 1 pertaining the level of precaution extends to a setting with

verification:

Proposition 7 A unique equilibrium exists.

(i) Equilibrium precaution is non-increasing in the value of information v0 and there

exist a threshold vn ∈
(
ψfV1, ψ

nV1

)
such that the website chooses full precaution if v0 ≤

ψfV1, partial precaution if v0 ∈
(
ψfV1, v

n
)
and no precaution if v0 ≥ vn;

ii) There exists a threshold v̄ > vn such that the level of verification is positive if and

only if v0 < v̄. Equilibrium verification is increasing in v0 in the full- and partial-precaution

region and non-increasing in v0 in the no-precaution region.

Verification always occurs under the full precaution regime because the benefit∆G (r0)

from selling information when it does not generate a bad experience is positive. It also

occurs under the no precaution regime if the benefit ∆B (φ (0)) from avoiding sales of

information leading to a bad experience is positive, which is the case when v0 is not too

large. Finally, in the partial precaution regime, the gain from verification ∆M is always

positive.

Let us now consider the way the website’s equilibrium strategy depends on v0. As

in the case when there is no verification, the equilibrium level of precaution is non-

increasing in v0. When the value of information increases the equilibrium moves toward

more frequent access of third parties to customer information, leading to a higher posterior

belief rN . Verification allows to restrict sales to third parties generating good or neutral

experiences, which induces a short-term revenue loss that depends on the price v0 but also

on the level of precaution. Under the full precaution regime, raising v0 makes verification

more attractive as it generates more sales. In contrast, under the no precaution regime,

raising v0 makes verification less attractive as it reduces the probability to sell customer

information. The proposition shows that the partial precaution regime is similar to the

full precaution regime in this respect. Hence, we find a non-monotonic effect of the value

of personal information v0 on the level of verification.

The level of verification Y in our model can be viewed as a form of security investment

that reduces the risk of a bad experience from θ to (1− Y ) θ. Introducing such a tech-

nology affects the learning process and thus the website’s incentives to sell information

to third parties that are not proved to generate good or neutral experiences. Since the

introduction of the verification technology does not affect the website’s incentive to exert

precaution X for a given posterior belief rN but depresses the posterior belief for a given

level of precaution, it follows that the website exerts (weakly) less precaution when the

probability of a bad experience is lower.
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The introduction of the verification technology may have one of the following effects

on the level of precaution and the posterior belief rN .

• First, if X∗ = 1, they are not affected (this is because Φ (1, Y ) = r0 is not affected

by Y ).

• Second, if X∗ = 0 and some verification occurs, the level of precaution remains

equal to zero and the posterior belief rN declines.

• Finally, if there is partial precaution in the absence of a verification technology, i.e.
0 < X∗ < 1, there are two possible scenarios:

— In the first scenario, the level of precaution declines but remains positive and
the posterior belief rN = rM is unchanged —this happens whenΦ

(
0, Y br

(
rM
))
≥

rM ;

— In the second scenario, the level of precaution falls from positive to X∗∗ = 0

and the posterior belief declines to r∗∗N = Φ (0, Y ∗∗) < rM —this happens when

Φ
(
0, Y br

(
rM
))
< rM .

Notice that in all cases the level of precaution is either unaffected or lower than in

the baseline model without verification. In this sense, precaution and verification are

substitutes.

Proposition 8 Verification reduces the equilibrium level of precaution. More generally,

a reduction in the marginal cost of verification raises Y ∗∗ and reduces X∗∗.

Consider the effect of a uniform reduction in the marginal cost of verification that

either makes verification profitable or makes it easier when it is already profitable. Such

a reduction of the verification cost could result from technological advances or policy

measures. For instance, the law may impose an obligation of transparency on data buyers

or policy may promote public or private certification improving information on potential

data buyers. From the above analysis it follows that any technology or policy change that

would reduce the cost of verification would lead to less precaution, more verification and

(weakly) lower posterior belief rN .

4.2.3 Welfare analysis

Let us now consider the welfare implications of verification. Suppose first that the poste-

rior belief rN is not affected by the possibility to verify and screen out bad experiences.
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Then, a simple revealed preference argument shows that profit increases. From equation

(6) we have

1−X∗∗ =
1− λY ∗∗
1− Y ∗∗

rN − r0

(λ+ θ0) rN − (λ+ θl) r0

.

The resulting probabilities of events G, B and N are then given, respectively, by

p∗∗G =
λ (rN − r0)

(λ+ θ0) rN − (λ+ θl) r0

+
λ (θ0rN − θlr0)

(λ+ θ0) rN − (λ+ θl) r0

Y ∗∗,

p∗∗B =
θ0 (rN − r0)

(λ+ θ0) rN − (λ+ θl) r0

(1− λY ∗∗) ,

p∗∗N =

[
1− (λ+ θ0)

rN − r0

(λ+ θ0) rN − (λ+ θl) r0

]
(1− λY ∗∗) .

This shows that the availability of a verification technology leads to an increase in the

likelihood of a good experience and a decrease in the likelihood of a neutral or bad

experience. It follows that the short-term consumer utility increases. Notice, however,

that the distribution of the posterior beliefs r1 undergoes a mean-preserving contraction.

Hence, the long-term consumer utility declines reflecting a decrease in the informativeness

of the signal after a neutral experience.

Consider now the scenario in which the posterior belief rN declines as a result of

the availability of a verification technology. This occurs only when the resulting level of

precaution is zero, thus leading to the following probabilities of experiences: pG (0, Y ∗∗) =

λ, pB (0, Y ∗∗) = (1− Y ∗∗) θ0, and pN (0, Y ∗∗) = 1−λ− (1− Y ∗∗) θ0. As the probability of

a bad experience is reduced and the probability of a good experience is either increased

or unchanged, the effect of verification on short-term consumer utility is positive. The

change in the distribution of posterior beliefs satisfies a single-crossing property so that

verification induces a reduction in risk in the sense of second-order stochastic dominance.

This implies that the effect on long-term consumer utility is again negative.

We thus reach the following conclusion.

Proposition 9 The introduction of the verification technology raises short-term con-

sumer utility and reduces long-term consumer utility.

Introducing verification technology into the baseline model strengthens our perspec-

tive that simple regulations that reliably improve consumer welfare are elusive. Consider,

for example, a case in which X∗∗ = 0 and Y ∗∗ > 0; in equilibrium, the website veri-

fication partially screens-out bad actors, but otherwise exercises no precaution. In this

case, full commitment would create an incentive for the website to reduce verification.
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The consequence is to reduce short-term consumer welfare because consumers are more

exposed to bad experiences in the first period, but to increase long-term utility because

consumer learn about their vulnerability from a neutral experience. Thus, in comparison

to the baseline model, full commitment has an ambiguous effect on consumer welfare in

the model with verification. Notice that an ex ante transparency policy that doesn’t con-

strain verification would again be inconsequential. Similarly a mandatory opt-out policy

reduces a website’s incentive for verification, harming consumers in the short-run, while

improving long-term consumer welfare. Also, opt-out and reduced verification could cre-

ate incentives for precaution, further reducing short-term consumer utility if M (r0) > 0,

and with countervailing effects on long-term utility.

5 Conclusion

Imperfect information creates incentives for a website to protect consumer privacy. Our

model demonstrates this in a novel way by assuming that consumers who visit a website

learn from experience about their vulnerability to intrusions due to the website sharing

personal information with third parties, and that consumers who become pessimistic

about their vulnerability are less likely to return to the website. In response, the website

exercises precaution in dealing with third parties and verifies third party use of customer

information, in order to profit from better consumer retention.

Our analysis shows how a website’s incentive for privacy protection improves with the

value of consumer retention relative to the revenue from sharing personal information,

the sensitivity of consumer retention to consumer beliefs about vulnerability, and the

sensitivity of consumer beliefs to experience. Greater privacy protection, however, is a

mixed blessing for consumers, who, on the one hand, are better protected from intrusions,

but, on the other hand, may be deprived of positive matches with third parties and are less

informed about their vulnerability to third-party intrusions. Consequently, it is diffi cult

for authorities to regulate privacy protection in a way that reliably improves consumer

welfare. For example, policies that tax information sales, improve the transparency of

privacy policies, and give consumers more control over their personal information, all

have either mixed or neutral effects on consumer welfare.

There are many interesting directions for further research. One is to assume that

consumers have some ability to protect themselves by concealing their identities when

returning to a website, e.g. by endogenously removing cookies. Another is to allow

websites to charge a subscription fee for continued access, possibly enabling them to
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better control their own incentives for privacy protection. Finally, studying alternative

models of multi-homing by consumers and competition between websites may yield richer

insights.

6 Appendix: Proofs

Proof of Proposition 1. Clearly, since ∆B (rN)−∆G (rN) decreases in v0 from positive

to negative values, full precaution must be an equilibrium for suffi ciently small values of

v0/V1; a necessary and suffi cient condition is ∆B (φ (1))−∆G (φ (1)) ≥ 0 which yields the

threshold ψf . Similarly, no precaution is an equilibrium if and only if v0/V1 is suffi ciently

large that ∆B (φ (0)) − ∆G (φ (0)) ≤ 0 which yields ψn. Thus, there is no pure strategy

equilibrium if ∆B (φ (0)) − ∆G (φ (0)) > 0 > ∆B (φ (1)) − ∆G (φ (1)). In this range of

v0/V1, there exists a unique belief that holds the website indifferent about precaution,

and this belief pins down equilibrium precaution: ∆B

(
rM
)

= ∆G

(
rM
)
and φ (X∗) = rM .

Monotonicity follows from rM increasing in v0/V1 and φ (X) decreasing.

Proof of Lemma 2. The function v (r1) ≡ E {max (u+M (r1) , 0)} is convex in r1.

Moreover, if rN = φ (X), an increase in X induces a mean-preserving contraction of the

distribution of r1; this follows from E {r1 | X} = r0, pG (X) and pN(X) both decreasing,

and rN decreasing in X. Therefore, from Rothschild and Stiglitz (1971), E {v (r1) | X} is
decreasing in X. The result follows because U1 (φ (X) , X) = δCE {v (r1) | X}.
Proof of Proposition 2. In a context where the second-period precaution level need
not be equal to zero, the website’s profit function writes Π̂ (rN , X0, X1) = (1−X0) v0 +

E
{
Q̂ (r1, X1) V̂1 (X1) | X0

}
where Q̂ (r1, X1) ≡ 1 − G (− (1−X1)M(r1)) and V̂1 (X1) =

δF [a+ (1−X1) v1].

Assume first that no precaution in the second period is optimal, i.e. X1 = 0. The

website’s profit then reduces to Π̂ (rN , X0, 0) = Π (rN , X0) . As rN = φ (X0) is decreasing

in X0, the marginal gain of the website from increasing X0 is lower when it can commit

to its strategy: ∂Π(rN ,X0)
∂X0

+ ∂Π(rN ,X0)
∂rN

dφ
dX0

< ∂Π(rN ,X0)
∂X0

. This implies that a full precaution

equilibrium exists for a smaller range of values v0/V1 while a no precaution equilibrium

exists for a wider range. Consider now an equilibrium with no commitment featuring

an interior level of precaution X∗ ∈ (0, 1). Then for any X0 > X∗, Π (φ (X∗) , X∗) >

Π (φ (X∗) , X0) > Π (φ (X0) , X0) . Therefore, the website chooses X0 ≤ X∗. Moreover at

X0 = X∗ it holds that ∂Π
∂X0

+ ∂Π
∂rN

dφ
dX0

= ∂Π
∂rN

dφ
dX0

< 0, which implies that the website chooses

X0 < X∗.

Let us now show that an alternative suffi cient condition for full commitment to lead to
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lower first-period precaution is that uG′(u) is increasing in u. The above comparison of the

optimal level of precaution under full commitment to the equilibrium level of precaution

with no commitment when X1 = 0 extends to any exogenously given X1 > 0. Therefore,

a suffi cient condition for the website to commit to a first-period level of precaution lower

than X∗ is that the equilibrium precaution in the first-period subgame for an exogenously

given X1 be decreasing in X1. Since v0/V̂1 (X1) is increasing in X1, a suffi cient condition

for first-period level of precaution to be decreasing inX1 is that the gain in retention prob-

ability from being cautious, i.e.
{

[λ+ θ0] Q̂ (rN , X1)− λQ̂ (rG, X1)− θ0Q̂ (rB, X1)
}
is de-

creasing in X1. The latter holds if ∂
∂X1

Q̂ (rN , X1) < min
{

∂
∂X1

Q̂ (rG, X1) , ∂
∂X1

Q̂ (rB, X1)
}

or if ∂2

∂r1∂X1
Q̂ (r1, X1) < 0. Since

∂2

∂r1∂X1

Q̂ (r,X1) = [−G′ (− (1−X1)M(r1)) +M (r1) (1−X1)G′′ (− (1−X1)M(r1))]M ′ (r1)︸ ︷︷ ︸
>0

it follows that a suffi cient condition for full commitment to cause the website to choose a

lower first-period precaution than under no commitment is that G′ (u) + uG′′ (u) > 0, i.e.

uG′ (u) is increasing.

Let us now provide suffi cient conditions under which X1 = 0 is optimal. We have

∂Π̂

∂X1

= −E {G′ (− (1−X1)M(r1))M(r1) | X0}V1 (X1)+E {1−G (− (1−X1)M(r1)) | X0}V ′1 (X1) .

The second term is negative. The first term is non-positive if M(rB) ≥ 0. Therefore,

∂Π̂/∂X1 is negative - and consequently X1 = 0 is optimal - if M(rB) is not too negative.

Alternatively, assume that M (r0) ≥ 0. Since E {r1 | X0} = r0, a suffi cient condition

for the first term to be non-positive is that

E {−G′ (− (1−X1)M(r1))M(r1) | X0} ≤ −G′ (− (1−X1)M(r0))M(r0) ≤ 0

which holds if −G′ (− (1−X1)M(r1))M(r1) is a concave function of r1, or equivalently

(recalling that M(r1) is linear) that uG′′ (u) is concave over the relevant range.

Proof of Lemma 3. Raising Q (rB)V1 by ε lowers ∆B (rN) − ∆G (rN) uniformly by

ε̂ = θ0ε. Recalling that ∆B (rN) − ∆G (rN) is increasing in rN , we distinguish between

three cases:

- WhenX∗ = 0 we have∆B (φ (0))−∆G (φ (0)) ≤ 0. This remains true when∆B (rN)−
∆G (rN) shifts downward, which implies that X∗ remains equal to 0.

- When 0 < X∗ < 1 then ∆B (r∗N) − ∆G (r∗N) = 0. A downward shift of ∆B (rN) −
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∆G (rN) raises the equilibrium posterior belief r∗N . Since φ is decreasing in X this implies

that X∗ decreases.

- When X∗ = 1 then ∆B (r0)−∆G (r0) ≥ 0. In this case, an upward shift of ∆B (rN)−
∆G (rN) results in a value of r∗N which is greater than, or the same as, before. This implies

that X∗ remains the same as before or decreases.

Proof of Proposition 5. If all other websites quote p = 0, then the future payoff of a

website is independent of the price it sets, and is equal to LK (rN). Therefore, quoting

p = 0 is a best reply.

Proof of Proposition 6. An equilibrium with full precaution (x = X = 1) induces

rN = φ (1) and exists if and only if v0 ≤ PK (φ (1)). Consider now a symmetric equilibrium

with 0 < x < 1 and thus X = xK , and rN = φ (X). For any p ≤ v0 on the support of the

equilibrium strategy we must have

p [x+ (1− x) (1− F (p))]K−1 = xK−1pmax

where pmax is the upper bound of the support. This leads to a cumulative distribution

function

F (p) =
1− x

(
pmax
p

) 1
K−1

1− x on an interval [pinf , pmax] with pmax ≤ v0

Notice that there cannot be a mass point because it could be undercut profitably. More-

over, we must have pmax = v0 because otherwise setting p = v0 would strictly dominate

setting p = pmax. Thus, we have

F (p) =
1− x

(
v0
p

) 1
K−1

1− x on the interval [xK−1v0, v0].

The equilibrium payoff is then

LK (rN) + xix
K−1PK (rN) + (1− xi)xK−1v0,

implying that an interior equilibrium verifies v0 = PK (φ (X∗K)). Given that PK (φ (X)) is

decreasing in X, the solution to the equation v0 = PK (φ (X)) exists in (0, 1) and is

unique when PK (φ (1)) < v0 < PK (φ (0)). This implies that the equilibrium exists and
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is uniquely defined for this range of values of v0. Thus, we have

F (p) =
1− (X∗K)

1
K

(
v0
p

) 1
K−1

1− (X∗K)
1
K

which gives pinf = (X∗K)
K−1
K v0.

Proof of Lemma 4. Straightforward computations show that ∂Φ/∂X has the same

sign as (θl − θ0) (1− Y λ) (1− Y ), which proves (i), and that ∂Φ/∂Y has the same sign

as (1−X) (θ0 − θl) (−1 + λ), which proves (ii). The proof of (iii) is immediate.

Proof of Proposition 7. Existence and uniqueness of an equilibrium. An equilibrium
verifies r∗∗N = Φ

(
Xbr (r∗∗N ) , Y br (r∗∗N )

)
. Therefore, a suffi cient condition for a unique equi-

librium to exist is that the correspondence Φ
(
Xbr (rN) , Y br (rN)

)
has a unique fixed point.

We have:

- For rN < rM , Xbr (rN) = 0 and C ′v(Y
br (rN)) = max {∆B (rN) , 0} is non-decreasing,

implying that Φ
(
Xbr (rN) , Y br (rN)

)
is non-increasing in rN .

- For rN = rM , Xbr (rN) ∈ [0, 1] and C ′v(Y
br (rN)) = max

{
∆M , 0

}
.

- For rN > rM , Xbr (rN) = 1 and C ′v(Y
br (rN)) = max {∆G (rN) , 0} is non-increasing,

implying that Φ
(
Xbr (rN) , Y br (rN)

)
is constant in rN (recall that Φ (1, Y ) = r0 for any

Y ).

Hence, Φ
(
Xbr (rN) , Y br (rN)

)
is a non-increasing continuous correspondence from

[0, 1] into itself. This implies that it has a unique fixed point r∗∗N = Φ
(
Xbr (r∗∗N ) , Y br (r∗∗N )

)
.

Moreover, the graph of the correspondence is continuous in v0, which implies that r∗∗N
is continuous in v0.

Proof of (i). Let us first show that r∗∗N is non-decreasing in v0 andX∗∗ is non-increasing

in v0.

Suppose that X∗∗ = 0 and let v0 increase. Then X∗∗ remains constant and r∗∗N cannot

decrease. To see why the latter part holds, assume that r∗∗N decreases locally. Combined

with C ′v (Y ∗∗) = max{∆B (r∗∗N ) , 0}, this would imply that Y ∗∗ is non-decreasing locally,
while combined with r∗∗N = Φ (0, Y ∗∗) and Φ (0, Y ) decreasing with Y , it would imply

that r∗∗N is increasing locally - a contradiction. It follows that Y ∗∗ is non-increasing in the

no-precaution region.

Suppose now that X∗∗ = 1 and let v0 increase. Then X∗∗ remains constant and so

does r∗∗N = Φ (1, Y ∗∗) = r0.

Suppose finally that 0 < X∗∗ < 1. We known from Proposition 1 that the result holds

if Y ∗∗ = 0. Assume now that C ′v (Y ∗∗) = ∆M > 0, and let v0 increase. We have r∗∗N = rM
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and
drM

dv0

=
1

(λ+ θ0)Q′ (rM)V1

> 0.

Moreover, as rM = Φ (X∗∗, Y ∗∗), we have

drM

dv0

− ∂Φ

∂Y

dY ∗∗

dv0

=
∂Φ

∂X

dX∗∗

dv0

implying that X∗∗ decreases with v0 if

drM

dv0

>
∂Φ

∂Y

dY ∗∗

dv0

. (8)

Differentiating C ′v (Y ∗∗) = ∆B

(
rM
)

= θ0V1

[
Q
(
rM
)
−Q (rB)

]
− θ0v0 with respect to v0,

we get

C ′′v (Y ∗∗)
dY ∗∗

dv0

= θ0

(
Q′ (rM)

drM
dv0

V1 − 1

)
= θ0

(
Q′ (rM)V1

(λ+ θ0)Q′ (rM)V1

− 1

)
> 0,

This, combined with ∂Φ/∂Y < 0 for X < 1, implies that condition 8 holds.

We can therefore conclude that X∗∗ is non-increasing in v0. This, combined with the

fact that X∗∗ = 1 if v0 is suffi ciently small and X∗∗ = 0 if v0 is suffi ciently large implies

that there exist thresholds vf and vn such that X∗∗ = 1 if and only if v0 ≤ vf and X∗∗ = 0

if and only if v0 ≥ vn. From Φ (1, Y ) = r0 for all Y ≥ 0, it follows that X∗∗ = 1 if and only

if ∆G (r0) ≤ ∆B (r0), which implies that the threshold vf is the same as the corresponding

threshold in the baseline model, i.e. vf = ψfV1. Moreover, from Φ (0, Y ) ≤ φ (0) and the

fact that ∆G (rN) − ∆B (rN) is decreasing in rN it follows that ∆G (φ (0)) > ∆B (φ (0))

whenever ∆G (Φ (0, Y )) > ∆B (Φ (0, Y )), which implies that vn is less than or equal to

the corresponding threshold in the baseline model, i.e. vn ≤ ψnV1. The subsequent proof

of part (ii) shows that Y ∗∗ > 0 when v0 = vn, which implies that the strict inequality

vn < ψnV1 holds.

Proof of (ii). Consider first the case where X∗∗ = 1. Then r∗∗N = r0, which implies

that ∆G (r0) = (1− θ0) v0 > 0. It then follows from C ′v (Y ∗∗) = ∆G (r0) that Y ∗∗ > 0 and

Y ∗∗ is increasing in v0.

Suppose now that X∗∗ ∈ (0, 1). From ∆G

(
rM
)

= ∆B

(
rM
)
it follows that

v0 =
[
(θ0 + λ)Q

(
rM
)
− θ0Q (rB)− λQ (rG)

]
V1.

37



Using this and ∆M = ∆B

(
rM
)
we get

∆M = θ0

[
(1− θ0 − λ)Q

(
rM
)

+ λQ (rG)− (1− θ0)Q (rB)
]
V1,

which implies that ∆M > 0 because Q
(
rM
)
> Q (rG) > Q (rB). Therefore, Y ∗∗ =

(C ′v)
−1 (∆M

)
> 0.

Let us now turn to the case where X∗∗ = 0. Then Y ∗∗ = 0 if and only if ∆B (φ (0)) ≤ 0

which writes as

v0 ≥ v̄ ≡ (Q (φ (0))−Q (rB))V1.

From Q (φ (0)) − Q (rB) > (θ0 + λ)Q (φ (0)) − θ0Q (rB) − λQ (rG) = ψn, it follows that

v̄ > ψnV1 and consequently v̄ > vn.

Finally, consider the way Y ∗∗ is affected by v0. In the full precaution regime, C ′v (Y ∗∗) =

∆G (r0) is increasing in v0, which implies that Y ∗∗ is increasing in v0. In the no precaution

regime, Y ∗∗ is non-increasing in v0 because r∗∗N = Φ (0, Y ∗∗) is non-decreasing in v0 and

Φ is decreasing in Y . Finally, in the partial precaution region, we have

C ′v (Y ∗∗) = λQ (rG)− λQ(rM) + (1− θ0) v0 = θ0Q(rM)− θ0Q(rB)− θ0v0,

which yields

Q(rM) =
v0 + λQ (rG) + θ0Q(rB)

λ+ θ0

and, therefore,

C ′v (Y ∗∗) = θ0

(
v0 + λQ (rG) + θ0Q(rB)

λ+ θ0

−Q (rB)− v0

)
.

Hence, Y ∗∗ is increasing in v0 in the partial precaution region.

Proof of Proposition 8. The proof for the fact that verification reduces the equilibrium
level of precaution is immediate in all cases except when 0 < X∗∗ < 1 and r∗∗N = rM . How-

ever, in that case, straightforward computations show that 1−X∗∗ =
(

1−λY ∗∗
1−Y ∗∗

)
(1−X∗) >

1−X∗.
If C ′v (Y ) decreases uniformly, then Y br (rN) (weakly) increases uniformly andΦ

(
X, Y br (rN)

)
(weakly) decreases. Suppose first that Y ∗∗ > 0 andX∗∗ = 0. Then a marginal reduction in

C ′v leads to a decrease in r
∗∗
N = Φ

(
0, Y br (r∗∗N )

)
and an increase in Y ∗∗. Suppose now that

Y ∗∗ > 0 and X∗∗ > 0. In this case, a marginal reduction in C ′v leaves r
∗∗
N = rM unchanged

and raises Y ∗∗ = Y br
(
rM
)
. As Φ (X∗∗, Y ∗∗) = rM , the level of precaution X∗∗ must

decrease.
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Appendix for Online Publication

1 Equilibrium analysis under opt out

Our equilibrium analysis in the scenario in which customers are granted an opt-out option

focused on the case where consumers never opt out in the first period and opt out in the

second period if and only if they have a bad experience in the first period. In this section,

we still focus on the case when consumers never opt out in the first period but allow for

all possible scenarios in the second period.

As a preliminary remark, note that when r̄ < rB, the equilibrium is not affected by

the possibility of opting out as consumers never choose this option. Similarly, in the case

where r̄ > φ (0) , consumers always opt out in the second period. Therefore, the website

always sells customer information to third parties in the first period, i.e. X = 0.We focus

in what follows on the scenario in which rB < r̄ ≤ φ (0) .

Under this assumption, it cannot be the case that all consumers opt out after a neutral

experience because this would imply thatX = 0 and rN = φ (0) < r̄. Thus, in equilibrium,

consumers should opt in with a positive probability, denoted P∅, after a neutral experience.

As we shall see, this probability may be less than 1. We need to distinguish between two

types of equilibria depending on whether consumers opt out or not after a good outcome

is observed. In the main text, we considered the scenario in which consumers opt out after

a bad experience but not after a good one (i.e. rB < r̄ < r0). We now investigate the

existence of an equilibrium in which consumers opt out after a good experience as well.

This is the case when r0 < r̄ < φ (0) .

Note first that an equilibrium requires that rN ≥ r̄ because some consumers must opt

in. This condition is trivially verified if r̄ ≤ φ (1), in which case we can replicate the proof

of Proposition 1. Defining

v̄f = (λ+ θ0)
[
Q (φ (1))V1 − Q̄V̄1

]
v̄n = (λ+ θ0)

[
Q (φ (1))V1 − Q̄V̄1

]
,

we get the following result.

Proposition 10 Assume that r0 < r̄ ≤ φ (1). Then, a unique equilibrium exists. More-

over, there exist thresholds v̄f and v̄n such that:

(i) the website provides full precaution (Xopt = 1)if v0 ≤ v̄f ;
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(ii) the website provides partial precaution (0 < Xopt < 1) if v̄f < v0 < v̄n;

(iii) the website provides no precaution (Xopt = 0) if v0 ≥ v̄n.

Proof. Since r∅ ≥ φ (1) ≥ r̄, it is suffi cient to replace Q (rG)V1 and Q (rB)V1 by Q̄V̄1 in

the proof of Proposition 1 to get this result.

The website would not offer the opt-out option on a voluntary basis if [λQ(rG) +

θ0Q (rB)]V1 > (λ+ θ0)Q̄V̄1. In this case, notice that v̄f and v̄n are greater than ψ
fV1 and

ψnV1, respectively, and that Xopt > X∗ in the range of partial precaution. Thus, the effect

of a mandatory opt-out policy is to raise (weakly) the level of precaution.

Let us now turn to the scenario in which φ (1) < r̄ < φ (0). The analysis in the case

r0 < r̄ < φ (0) no longer applies because the level of precaution cannot be too large in

equilibrium. Let us define X̄ as the unique solution to φ
(
X̄
)

= r̄. Then, in any equilibrium

we must have Xopt ≤ X̄. Notice that the equilibrium level of precaution Xopt decreases in

v0. Since for suffi ciently large values of v0 we have Xopt = 0, there must exist some critical

level v̄o such that Xopt < X̄ if and only if v > v̄o. In this range, the equilibrium is similar

to the one when r0 < r̄ ≤ φ (1). However, for lower values of v0, the equilibrium must be

such that Xopt = X̄ and consumers randomize between opting in and opting out.

Proposition 11 Assume that φ (1) < r̄ < φ (0). Then, a unique equilibrium exists.

Moreover, there exists a threshold v̄o such that:

(i) the website provides partial precaution and Xopt = X̄ if v0 ≤ v̄o;

(ii) the website provides partial precaution and Xopt ∈
(
0, X̄

)
if v̄o < v0 < v̄n;

(iii) the website provides no precaution (Xopt = 0) if v0 ≥ v̄n.

Proof. The result is the same as before when v0 > v̄o where v̄o is defined by

v̄o = (λ+ θ0)
[
Q
(
φ
(
X̄
))
V1 − Q̄V̄1

]
For smaller values of v0, we have X = X̄ and r∅ = r̄ in equilibrium, and

P∅ =
v0

v̄o
< 1.

It then suffi ces to replace Q (rG)V1 and Q (rB)V1 by Q̄V̄1 in the proof of Proposition 1.
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2 Transparency in the multi-homing scenario

Consider first ex post transparency and an equilibrium with 0 < x < 1, X = xK , rN =

φ (X) . For any p ≤ v0, replicating the reasoning used to derive the partial precaution

equilibrium in Proposition 6, we must have a cumulative distribution function for prices

given by

F (p) =
1−X 1

K

(
v0
p

) 1
K−1

1−X 1
K

on an interval [X
K−1
K v0, v0].

Consider now the choice of precaution, and suppose that a website deviates to xi and

p ≤ v0. Then the website’s expected payoff is LK (rN) + xix
K−1PK (rN) + (1− xi)xK−1v0

where rN = xix
K−1. The equilibrium level of precaution x is therefore such that

PK (φ (X))− v0 = (XP ′K (φ (X)) + L′K (φ (X)))φ′ (X) > 0,

which yields less precaution than X∗K .

Consider now the case of ex ante transparency where websites may refuse to sell. In

this scenario, all websites observe all levels of precaution before setting prices. Refusal to

sell is possible so that the strategy is a public choice of xi, followed by a private choice of

a probability to refuse to sell yi and a price pi. The total probability of not selling is then

zi = xi + (1− xi) yi. We focus on symmetric equilibria xi = x.

Suppose first that PK
(
φ
(
xK
))

> v0. In this case the payoff of a website choosing

xi 6= x is

LK (rN) + ziz
K−1PK (rN) + (1− zi) p (z + (1− z) (1− F (p)))K−1 with zi ∈ (xi, 1) .

Assume that the market anticipates zK = X∗K > xK . Then it follows from above that the

equilibrium obtains at z = x+(1− x) y = (X∗K)
1
K . Hence, whenX < X∗K , the equilibrium

probability of sale and the distribution of prices is the same as without transparency.

Suppose now that PK
(
φ
(
xK
))
< v0. Then the symmetric equilibrium distribution of

prices is as above. Suppose a website deviates to xi 6= x while preserving PK (rN) < v0.

Then all websites set p ≤ v0. It can be seen that the lower bound of the support of the

price must be the same for all firms (this is because K − 1 firms set higher prices than

K firms so that there would a contradiction if a smaller number of firms were to charge

lower prices). However, one website may have a mass point at v0 or may not charge high

prices.

We consider first the scenario in which the deviating website i puts a mass at v0.
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Then, on the support of prices the following indifference condition must hold for website

i: p (x+ (1− x) (1− F (p)))K−1 = xK−1v0, and the following condition must hold for

the other websites (where we use the fact that other websites can set a price below but

arbitrarily close to v0):

p (x+ (1− x) (1− F (p)))K−2 (xi + (1− xi) (1− Fi (p))) = (xi + (1− xi) (1− Fi (v0)))xK−2v0.

This yields

F (p) =
1− x

(
v0
p

) 1
K−1

1− x on an interval [xK−1v0, v0]

and

(xi + (1− xi) (1− Fi (p))) = (xi + (1− xi) (1− Fi (v0)))

(
v0

p

) 1
K−1

.

This equilibrium holds provided that the supports are the same, that is, when x = xi +

(1− xi) (1− Fi (v0)), which holds for xi < x. The payoff of the deviating website with

xi < x is then

LK
(
φ
(
xix

K−1
))

+ xix
K−1PK

(
φ
(
xix

K−1
))

+ (1− xi)xK−1v0.

Suppose now that xi > x. If K = 2 we can apply the previous analysis reverting

the role of i and the other website. As the latter sets a mass point at v0 such that

x+ (1− x) (1− F (v0)) = xi, the payoff of website i is then given by

LK (φ (xix)) + xixPK (φ (xix)) + (1− xi)xiv0.

Assume now thatK > 2. In this case we investigate an equilibrium where the deviating

website does not charge high prices but only prices between pmin and p̂ < v0. The following

conditions must hold. First, on the interval (pmin, p̂) we must have

p (x+ (1− x) (1− F (p)))K−1 = p̂ (x+ (1− x) (1− F (p̂)))K−1 ,

and

p (x+ (1− x) (1− F (p)))K−2 (xi + (1− xi) (1− Fi (p))) = xix
K−2v0.

Second, on the interval (p̂, v0) we must have

p (x+ (1− x) (1− F (p)))K−2 xi = xix
K−2v0.
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Thus, we get:

F (p) =
1− x

(
v0
p

) 1
K−2

1− x on [p̂, v0]

Then, we must have x + (1− x) (1− F (p)) = (p̂/p)
1

K−1 (v0/p̂)
1

K−2 xK−1 on [pmin, p̂], and

xi+(1− xi) (1− Fi (p)) = (p̂/p)
1

K−1 xix
K−2 on [pmin, p̂]. For the support to be the same we

need that (v0/p̂)
1

K−2 = xi/x > 1 or xi > x, which is the case. To complete the equilibrium

we verify that the deviating website setting p > p̂ would obtain

LK
(
φ
(
xix

K−1
))

+ xix
K−1PK

(
φ
(
xix

K−1
))

+ (1− xi) pxK−1

(
v0

p

)K−1
K−2

,

which decreases with p and thus is lower than the payoff at p̂:

LK
(
φ
(
xix

K−1
))

+ xix
K−1PK

(
φ
(
xix

K−1
))

+ (1− xi) p̂xK−1
i .

To summarize we find that the deviation payoff is given by:

LK (φ (X∗K)) +X∗KPK (φ (X∗K)) +
(

1− (X∗K)
1
K

)
(X∗K)

K−1
K v0 if xi < x and xK ≤ X∗K ,

LK
(
φ
(
xix

K−1
))

+ xix
K−1PK

(
φ
(
xix

K−1
))

+ (1− xi)xK−1v0 if xi < x and xK > X∗K ,

LK
(
φ
(
xix

K−1
))

+ xix
K−1PK

(
φ
(
xix

K−1
))

+ (1− xi) v0x
K−2xi if xi > x and xK > X∗K .

The left derivative is negative at xK > X∗K and is strictly smaller than the right

derivative at that point. The reason for this kink in the payoff is that committing to

xi > x induces a strategic effect that leads the other websites to raise their prices. Hence,

the only candidate for a pure precaution equilibrium is at xK = X∗K and it exists only if

(X∗KP
′
K (φ (X∗K)) + L′K (φ (X∗K))) (X∗K)

1
K φ′ (X∗K) +

(
1− (X∗K)

1
K

)
v0 ≤ 0

and, therefore, only if X∗K is large enough.
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